Eduroam Wireless Set Up
(Windows 10/11)

1. Click Start menu & ictures

2. SeleCt Settings ¢ Settings
> Network & Internet s

3. Click “Network and
Sharing Center” @b Network & Internet

Wi-Fi, airplane mode, VPN

= &5 m & P

Related settings

Change adapter options
Change advanced sharing options
Network and Sharing Center

Windows Firewall



Eduroam Wireless Set Up
(Windows 10/11)

View your active networks

11
1 S e I e Ct et u a ad.lakeheadu.ca Access type: Internet
" Domain network Connections: ] Wi-Fi

new connection or e
network”

2. Select "Manually

Set up a broadband, dial-up, or VPN connection; or set up a router or access point.

Choose a connection option

o Connect to the Internet
co n n e c o a ! Set up a broadband or dial-up connection to the Internet.
M4 Set up a new network

Wi re I es s n etwo rk” =, Setup a new router or access point

IManually connect to a wireless network
onnect to a hidden network or create a new wireless

l i Connect to a workplace
- Set up a dial-up or VPN connection to your workplace.




Eduroam Wireless Set Up
(Windows 10/11)

1. Enter the following information:
d Network name: eduroam

d Security type: WPA2-Enterprise
 Encryption Type: AES

2. Click Next
3. Click “Change connection settings”




Eduroam Wireless Set Up
(Windows 10/11)

Wireless Network Properties X

1. Select the Security
Ta b Security type: WPA2-Enterprise ~

2. Click Settings -

Connection Security

Choose a network authentication method:

Microsoft: Protected EAP (PEAP) b Settings

Remember my credentials for this connection each
time I'm logged on

Advanced settings




Eduroam Wireless Set Up
(Windows 10/11)

Protected EAP Properties bt

1. Remove tick from
“Ve rify th e se rve r,s [ verify the server's identity by validating the certificate

. . Connect to these servers (examples:srvl;srv2;.*\.srv3\.com):
identity by
] ]
validating the S
1 Corticate servcs ~
[]ad-ca

Ce rtifi cate” [ ] ad-EDUROAMRADIUS-CA

[ ] Baltimore CyberTrust Root
|:| Certum CA

[ ] u
[] Certum Trusted Network CA
2 " Cl I Ck C O nfl g u re mEnm ] Cleas:r;1 P;;IicePrirr?ar}rO(rZer‘tiﬁcation Authority

AARACGA PR L ALl

< >

Motifications before connecting:

Tell user if the server name or root certificate isn't specified

Select Authentication Method:
Secured password (EAP-MSCHAP v2) v Configure...

Enable Fast Reconnect
[ ]Disconnect if server does not present cryptobinding TLV
[ ]Enable Identity Privacy




Eduroam Wireless Set Up
(Windows 10/11)

1. Remove tick from
“Automatically use
my Windows logon
name and password
(and domain, if

any)”
2. Click OK

3. Click OK again

EAP MSCHAPvZ Properties

When connecting:

|:|.ﬂ'tutomaticallyr use my Windows logon name and

password (and domain if any).

Protected EAP Properties

‘When connecting:

[]verify the server's identity by validating the certificate

Connect to these servers (examples:srv1;sr2;.™\.srv3\.com):

[ll| A4 certificate Services
[Jad-ca

[] ad-EDUROAMRADIUS-CA

[ Baltimore CyberTrust Root

[ certum ca

[] certum Trusted Network CA

[ Class 3 Public Primary Certification Authority
D

<

v

Notifications before connecting:

Select Authentication Method:

Enable Fast Reconnect
[ pisconnect if server daes not present cryptobinding TLV
[CEnable Identity Privacy

Tell user if the server name or root certificate isn't specified

Secured password (EAP-MSCHAP v2) ~ | Configure...

ancel

Lakehead University



Eduroam Wireless Set Up
(Windows 10/11)

1. Click Advanced 802.1X seftings 802.11 settings
Setti ngs Specify authentication mode:

User or computer authenticatior Save credentials

2 . TICk “S pECify User or computer authentication
. . y Computer authentication

Authentication Mode

3 . Select b User |:| Enable single sign on for this network

Authentication” from
drop down list

4. Click OK to close any
other network
configuration
windows




Eduroam Wireless Set Up
(Windows 10/11)

1. The wireless should
now be configured Windous sty o

2. Log into the o
Eduroam network
from the wifi icon
(located at the
bottom right) using
your full Lakehead
email address and
password

OK Cancel
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